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1   <soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:v1="
http://socialsecurity.be/platformintegrationconsumertest/v1" xmlns:v11="
http://socialsecurity.be/platformintegrationconsumertest/types/v1">

2   <soapenv:Header>
3   <wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"

xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
4   <ds:Signature Id="SIG-D118951AD95BF27D2A151308471099740" xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
5   <ds:SignedInfo>
6   <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
7   <ec:InclusiveNamespaces PrefixList="soapenv v1 v11" xmlns:ec="

http://www.w3.org/2001/10/xml-exc-c14n#"/>
8   </ds:CanonicalizationMethod>
9   <ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>

10   <ds:Reference URI="#TS-D118951AD95BF27D2A151308471097636">
11   <ds:Transforms>
12   <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
13   <ec:InclusiveNamespaces PrefixList="wsse soapenv v1 v11" xmlns:ec="

http://www.w3.org/2001/10/xml-exc-c14n#"/>
14   </ds:Transform>
15   </ds:Transforms>
16   <ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
17   <ds:DigestValue>C4rnpH7Ujs5AAFfzMSiVWnfq7MGs0VI6Y8WJzmffCsw=</ds:DigestValue>
18   </ds:Reference>
19   <ds:Reference URI="#id-D118951AD95BF27D2A151308471099739">
20   <ds:Transforms>
21   <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
22   <ec:InclusiveNamespaces PrefixList="v1 v11" xmlns:ec="

http://www.w3.org/2001/10/xml-exc-c14n#"/>
23   </ds:Transform>
24   </ds:Transforms>
25   <ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
26   <ds:DigestValue>1KJQqObkMGosrBrf/Q1hF1dncMSVtyRnhpy45AKL4bA=</ds:DigestValue>
27   </ds:Reference>
28   </ds:SignedInfo>
29   <ds:SignatureValue>fnzoV...</ds:SignatureValue>
30   <ds:KeyInfo Id="KI-D118951AD95BF27D2A151308471099637">
31   <wsse:SecurityTokenReference wsse11:TokenType="

http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV1.1" wsu:Id="
STR-D118951AD95BF27D2A151308471099638" xmlns:wsse11="
http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd">

32   <wsse:KeyIdentifier ValueType="
http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.0#SAMLAssertionID">
ID_890c0854-94d6-49a3-ba31-1fd6d250b7d2</wsse:KeyIdentifier>

33   </wsse:SecurityTokenReference>
34   </ds:KeyInfo>
35   </ds:Signature>
36   <saml:Assertion AssertionID="ID_890c0854-94d6-49a3-ba31-1fd6d250b7d2" IssueInstant="

2017-12-12T13:18:30.491Z" Issuer="http://services.socialsecurity.be/sts" MajorVersion="1" MinorVersion="1" xmlns:ns4
="http://www.w3.org/2005/08/addressing" xmlns:ns5="http://schemas.xmlsoap.org/ws/2006/12/authorization" xmlns:ns6="
http://www.w3.org/2000/09/xmldsig#" xmlns:ns7="http://www.w3.org/2001/04/xmlenc#" xmlns:ns8="
http://docs.oasis-open.org/wsfed/authorization/200706" xmlns:ns9="http://schemas.xmlsoap.org/ws/2004/09/policy"
xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:wss="
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wst="
http://docs.oasis-open.org/ws-sx/ws-trust/200512" xmlns:xsd="http://www.w3.org/2001/XMLSchema">

37   <saml:Conditions NotBefore="2017-12-12T13:17:30.491Z" NotOnOrAfter="2017-12-12T14:18:30.491Z"/>
38   <saml:AuthenticationStatement AuthenticationInstant="2017-12-12T13:18:30.491Z" AuthenticationMethod="

urn:oasis:names:tc:SAML:1.0:am:X509-PKI">
39   <saml:Subject>
40   <saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameidformat:X509SubjectName">

O=Smals, OU=Belgian Federal Government, OU=urn:be:fgov:kbo-bce:organization:cbe-number:0206731645, OU=TEST, 
OU=RSZ-ONSS, C=BE, CN=application:supervision:monitoring</saml:NameIdentifier>

41   <saml:SubjectConfirmation>
42   <saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:holder-of-key</

saml:ConfirmationMethod>
43   <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
44   <ds:X509Data>
45   <ds:X509Certificate>MIIEp...</ds:X509Certificate>
46   </ds:X509Data>
47   </ds:KeyInfo>
48   </saml:SubjectConfirmation>
49   </saml:Subject>
50   </saml:AuthenticationStatement>
51   <saml:AttributeStatement>
52   <saml:Subject>
53   <saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameidformat:X509SubjectName">

O=Smals, OU=Belgian Federal Government, OU=urn:be:fgov:kbo-bce:organization:cbe-number:0206731645, OU=TEST, 
OU=RSZ-ONSS, C=BE, CN=application:supervision:monitoring</saml:NameIdentifier>

54   <saml:SubjectConfirmation>
55   <saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:holder-of-key</

saml:ConfirmationMethod>
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56   <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
57   <ds:X509Data>
58   <ds:X509Certificate>MIIEp...</ds:X509Certificate>
59   </ds:X509Data>
60   </ds:KeyInfo>
61   </saml:SubjectConfirmation>
62   </saml:Subject>
63   <saml:Attribute AttributeName="urn:be:smals:um:identifier" AttributeNamespace="

urn:be:fgov:identification-namespace">
64   <saml:AttributeValue xsi:type="xsd:string" xmlns:xsi="

http://www.w3.org/2001/XMLSchema-instance">
urn:be:smals:um:identifier:ENT_CBE(BECBE=465746488):QUAL_SP_LEG(BECBE=465746488)</saml:AttributeValue>

65   </saml:Attribute>
66   <saml:Attribute AttributeName="urn:be:fgov:kbo-bce:organization:cbe-number" AttributeNamespace="

urn:be:fgov:identification-namespace">
67   <saml:AttributeValue xsi:type="xsd:string" xmlns:xsi="

http://www.w3.org/2001/XMLSchema-instance">465746488</saml:AttributeValue>
68   </saml:Attribute>
69   <saml:Attribute AttributeName="urn:be:smals:env:authentication-authority" AttributeNamespace="

urn:be:fgov:identification-namespace">
70   <saml:AttributeValue xsi:type="xsd:string" xmlns:xsi="

http://www.w3.org/2001/XMLSchema-instance">STS</saml:AttributeValue>
71   </saml:Attribute>
72   <saml:Attribute AttributeName="urn:be:smals:expeditor:number" AttributeNamespace="

urn:be:fgov:identification-namespace">
73   <saml:AttributeValue xsi:type="xsd:string" xmlns:xsi="

http://www.w3.org/2001/XMLSchema-instance">107597</saml:AttributeValue>
74   </saml:Attribute>
75   <saml:Attribute AttributeName="urn:be:smals:env:authentication-level" AttributeNamespace="

urn:be:fgov:identification-namespace">
76   <saml:AttributeValue xsi:type="xsd:string" xmlns:xsi="

http://www.w3.org/2001/XMLSchema-instance">30</saml:AttributeValue>
77   </saml:Attribute>
78   <saml:Attribute AttributeName="urn:be:smals:um:entity:quality" AttributeNamespace="

urn:be:fgov:identification-namespace">
79   <saml:AttributeValue xsi:type="xsd:string" xmlns:xsi="

http://www.w3.org/2001/XMLSchema-instance">QUAL_SP_LEG</saml:AttributeValue>
80   </saml:Attribute>
81   <saml:Attribute AttributeName="urn:be:smals:env:user-type" AttributeNamespace="

urn:be:fgov:identification-namespace">
82   <saml:AttributeValue xsi:type="xsd:string" xmlns:xsi="

http://www.w3.org/2001/XMLSchema-instance">ENTERPRISE_EXPEDITOR</saml:AttributeValue>
83   </saml:Attribute>
84   <saml:Attribute AttributeName="urn:be:smals:env:attribute-authority" AttributeNamespace="

urn:be:fgov:identification-namespace">
85   <saml:AttributeValue xsi:type="xsd:string" xmlns:xsi="

http://www.w3.org/2001/XMLSchema-instance">NOSS</saml:AttributeValue>
86   </saml:Attribute>
87   </saml:AttributeStatement>
88   <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
89   <ds:SignedInfo>
90   <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
91   <ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
92   <ds:Reference URI="#ID_890c0854-94d6-49a3-ba31-1fd6d250b7d2">
93   <ds:Transforms>
94   <ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/>
95   <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
96   <ec:InclusiveNamespaces PrefixList="xsd" xmlns:ec="

http://www.w3.org/2001/10/xml-exc-c14n#"/>
97   </ds:Transform>
98   </ds:Transforms>
99   <ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>

100   <ds:DigestValue>C4d7jnM4YOBB6axA7NUVclQ9fSH09Mq3XE5Mv+0+1wM=</ds:DigestValue>
101   </ds:Reference>
102   </ds:SignedInfo>
103   <ds:SignatureValue>F4+Nw...</ds:SignatureValue>
104   </ds:Signature>
105   </saml:Assertion>
106   <wsu:Timestamp wsu:Id="TS-D118951AD95BF27D2A151308471097636">
107   <wsu:Created>2017-12-12T13:18:30.976Z</wsu:Created>
108   <wsu:Expires>2017-12-12T13:19:30.976Z</wsu:Expires>
109   </wsu:Timestamp>
110   </wsse:Security>
111   </soapenv:Header>
112   <soapenv:Body wsu:Id="id-D118951AD95BF27D2A151308471099739" xmlns:wsu="

http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
113   <v1:CheckBrokeredAccessControlRequest>
114   <v11:Message>Happy New Year!</v11:Message>
115   <v11:Timestamp>2016-01-01T00:00:00Z</v11:Timestamp>
116   </v1:CheckBrokeredAccessControlRequest>
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117   </soapenv:Body>
118   </soapenv:Envelope>
119   


